Digital Solutions 2019 v1.2
Unit 1 assessment instrument

Project - digital solution

Unit objectives 
This assessment instrument is used to determine student achievement of the following Unit objectives:
1. recognise and describe programming elements and useability principles
2. symbolise and explain information, ideas and interrelationships related to programming problems
3. analyse problems and information related to a selected technology context
4. determine user-experience and programming requirements, and self-determined and prescribed criteria of a programming problem
5. synthesise information and ideas to determine possible digital solutions
6. generate user interface and programmed components of the prototype digital solution
7. evaluate impacts, components and solutions against criteria to make refinements and justified recommendations
8. make decisions about and use mode-appropriate features, language and conventions for particular purposes and contexts.

The assessment objectives used in the ISMG below have been contextualised to reflect these unit objectives.





	Subject
	Digital Solutions

	Technique
	Project – digital solution 

	Unit
	Unit 1: Creating with code

	Topics
	Topic 1: Understanding digital problems
Topic 2: User experiences and interfaces
Topic 3: Algorithms and programming techniques
Topic 4: Programmed solution

	Conditions

	Duration
	Up to 8 weeks

	Mode
	Multimodal
	Length
	· 8-10 A3 pages
· 2-4 minute demonstration of the functionality of the user interface and coded components of the digital solution by video recording
· 4-6 A4 pages of code with annotations

	Individual / group
	Individual
	Other
	· The reference list is not included in the page count.
· Schools implement authentication strategies that reflect QCAA guidelines.

	Resources available
	· Computers
· Internet
· Stimulus (technical proposal)

	Context

	The Australian Cyber Security Centre helps to make Australia the most secure place to connect online. To do this, they draw on the collective understanding, experience, skills and capability of the Information Technology community to lift cyber resilience across the Australian economy.

	Task

	Develop and generate the user interface and programmed components of a prototype for a new “code breaker” web application, that best addresses the requirements specified in the technical proposal (stimulus) provided. 

You must document your progression through this task using the Digital Solutions problem-solving process (as specified in the QCAA Digital Solutions syllabus). Demonstrate the functionality of the components of the prototype web application in a video recording.


	To complete this task, you must:

	· recognise and describe
· programmed and user-interface components
· useability principles including accessibility, effectiveness, safety, utility and learnability
· symbolise
· the user and developer problem using mind maps and one or more constructed sketches, annotated diagrams, images, or screenshots
· algorithms communicated in pseudocode that demonstrate knowledge and understanding of programming features
· interrelationships between user experiences and programming in the prototype web application
· explain
· essential features of the problem
· code samples and screenshots from the prototype web application with annotations
· the prototype web application from a user-experience perspective, communicated through a collection of annotated images of the user-interface components
· how programming elements and user-interface components connect, communicated in an annotated diagram
· functionality, useability, and efficiency of the coded components, communicated through code comments and annotations on the 4–6 A4 pages
· analyse the prototype web application and information to identify
· user interface and programmed components and their relationships to the structure of the prototype web application
· the prototype web application’s personal and social impacts
· determine
· constraints and limitations 
· existing code and user-interface solutions
· solution requirements that include essential elements and features of the user interface based on useability principles
· prescribed and self-determined criteria
· synthesise ideas and information about solutions for
· user interfaces and programmed components of the prototype web application, for example annotated diagrams identifying and describing proposed components of the prototype web application 
· generate
· sample code for the digital prototype on the 4–6 A4 pages, demonstrating
· selection, iteration, user input
· data structures to manage and manipulate data, both server-side and client-side
· efficiency, robustness, eloquence, and technical sophistication of coding ability
· consistent standards and explicit commenting throughout all source files
· a user interface and programmed components of a prototype for a web application
· evaluate against criteria relating to
· personal, social, and economic impacts supported by a collection of data samples or representations 
· accuracy and efficiency of the coded components supported by a collection of annotated code segments in tables, diagrams and written paragraphs identifying errors and actions  
· the prototype web application from a user-experience perspective supported by a collection of annotated images of the provided user interface components 
· make refinements and justified recommendations for current and future improvements.

	Stimulus

	See Stimulus material at end of document

	Checkpoints

	□ Term 1 Week 10: Submit exploration of solutions, identification of algorithms and user interface sketches

	□ Term 2 Week 3: Complete draft submission

	□ Term 2 Week 5: Final submission







	

Criterion
	Marks allocated
	Result

	Retrieving and comprehending
Assessment objectives 1, 2
	8
	

	Analysing
Assessment objectives 3, 4
	8
	

	Synthesising and evaluating
Assessment objectives 5, 6, 7
	10
	

	Communicating
Assessment objective 8
	4
	

	Total
	30
	

	Authentication strategies

	· Students will provide documentation of their progress at indicated checkpoints.

	· Students must acknowledge all sources.

	· Students must submit a declaration of authenticity.

	· The teacher will collect copies of the student response and monitor at key junctures.

	· The teacher will conduct interviews or consultations with each student as they develop the response.

	Scaffolding

	Your response must include:
· headings that organise and communicate the iterative phases of the Digital Solutions problem-solving process
· A3 pages that
· demonstrate all phases of the problem-solving process
· communicate knowledge and understanding by way of annotated sketches, diagrams, images or screenshots
· a video
· in mp4 file format
· no larger than 200 MB
· demonstrating the functionality of the prototype web application’s user interface and coded components
· A4 pages of code with annotations of analysis, synthesis and evaluation related to the code element or problem  
· referencing of sources, following the school’s referencing style
· written and visual features, as well as grammatically accurate language conventions, to communicate decision-making




Stimulus: Technical Proposal
	Identification

	Your role
	

Web application developer for Australian Government, specifically the Australian Cyber Security Centre.

	Contextual Information
	With business, commerce and services moving online, the risk of cybercrime has dramatically increased. The Australian Cyber Security Centre (ACSC) based within the Australian Signals Directorate (ASD) is keen to encourage promising young puzzle breakers from high school to study cryptography, specifically encryption and decryption techniques.

	Proposed Solution
	Develop a prototype “code breaker” website that challenges high school students to problem-solve using traditional cipher algorithms. The website must use a client-server architecture, as cryptographic problem generation and checking of solutions server-side increases the authenticity of results.

	Specifications

	Prescribed functionality
	The base prototype code breaker website must be able to:

1. Generate one random cryptography problem server-side and render this problem client-side on a webpage, such as:
a. A decryption puzzle (e.g. some ciphertext and a key), or
b. An encryption puzzle (e.g. some plaintext and a key)

2. Ask the user to submit their solution to problem to the web server via HTML form elements

3. Check the solution server-side, and provide feedback to the user as to whether their solution was correct or not.

Do not build a database for this application (efficient database design will be covered properly in Unit 2: Application and data solutions).

	Extended functionality
	Further considerations that could be of value to the code breaker website are:

· Scalability:
· Increase number of keys in a puzzle
· Increase the size of the keys or text
· Alternative puzzles:
· Guess the key (from plain and ciphertext)
· Single component puzzles (e.g. from ciphertext, find the key and plaintext)
· Fill in the blanks, where part of a solution is given
· Difficulty:
· Use a more difficult encryption or decryption process
· Use base16 (hexadecimal) or binary representations of letters or numbers
· Develop puzzles that use symbols or cryptic messages
· Develop puzzles that require multiple steps or advanced logic
· Stat tracking:
· Questions answered
· Number right
· Number wrong
· Time between puzzle distribution and solution
· Average rating based on difficulty of problems answered
· Leader boards and other relevant stats etc.
· Any other features relevant to the task are welcome.

	Potential interactions with the proposed application
		

	Name: Troy
Job: Year 12 Student
Requirements: Wants to study Bachelor of IT at university but he is not sure what he wants to major in yet. He has heard a lot about Bitcoin and it sounds cool, but isn’t sure how a blockchain works. He would like to know more about cryptocurrencies.
Primary concern: Learning more about aspects of Information Technology.  

	
	Name: Vaughan
Job: Computer Science High School Teacher
Requirements: Needs an accessible and user-friendly website to assist teaching his Digital Solutions students cryptography for the Year 12 Digital Solutions External Exam
Primary concerns: 
· Accuracy and speed of access (and delivery) of problems
· Ensuring students can achieve instant feedback on their solutions

	
	Name: Melanie
Job: HR, Australian Cyber Security Centre
Requirements: Responsible for recruitment of exceptionally talented computer scientists
Primary concerns: Keen for a web application that can highlight the brightest up-and-coming Australian high school cryptographers, and encourage them to pursue a scholarship with the ACSC.




	User Experience
	Other aesthetic ideas are welcome, such as client-side form validation using JavaScript, or CSS techniques to declutter the screen (such as grouping like sections together). The user interface should be kept clutter-free and minimal. 
· A responsive web template is provided for this task. Ensuring a quality UX using this template is left as a job for the developer.
· Modifications to the template are welcome provided:
· Intuitiveness (e.g. breadcrumb navigation) and accessibility (e.g. tooltips, alt text, contrasting colours, HTML5 semantic elements) are guiding principles.
· Modifications conform to the W3C standards. A good benchmarking tool for this is the mark-up validation service or the Queensland Government Consistent User Experience Standard, available here.

	A final note on complexity
	The ideas presented above should not be considered an exhaustive list. Primarily you should be focused on delivering a submission for this assessment that best illustrates your achievement on the elements listed in the ISMG (below). There must be significant complexity in your work for a high award.




Instrument-specific marking guide

Criterion: Retrieving and comprehending
Assessment objectives
1. recognise and describe programming elements, user interface components and useability principles
2. symbolise and explain programming information and ideas, code structures and interrelationships between user experiences and coding of the digital prototype
	The student work has the following characteristics:  
	Marks

	· accurate and discriminating recognition and discerning description of relevant programming elements, user-interface components and useability principles
· adept symbolisation and discerning explanation of algorithms and relevant programming information and ideas, code structures and interrelationships between user experiences and coding of the digital prototype.
	7-8

	· accurate recognition and effective description of relevant programming elements, user-interface components and useability principles
· methodical symbolisation and effective explanation of algorithms and relevant programming information and ideas, code structures and interrelationships between user experiences and coding of the digital prototype.
	5-6

	· appropriate recognition and description of some programming elements, user-interface components and useability principles
· competent symbolisation and appropriate explanation of algorithms and some information and ideas, and interrelationships between user experiences and coding of the digital prototype
	3-4

	· variable recognition and superficial description of programming elements, user-interface components or useability principles
· variable symbolisation and superficial explanation of information, ideas or interrelationships.
	1-2

	· does not satisfy any of the descriptors above.
	0




Criterion: Analysing
Assessment objectives
1. analyse the problem and information related to the stimulus for a low-fidelity prototype digital solution
2. determine user interface, programmed and solution requirements of the digital solution and prescribed and self-determined criteria
	The student work has the following characteristics:  
	Marks

	· insightful analysis of the problem and relevant contextual information to identify the essential elements and features of user interface and programmed components and their relationships to the structure of the low-fidelity prototype digital solution
· astute determination of the user interface, programmed and solution requirements of the digital solution and essential prescribed and self-determined criteria.
	7-8

	· considered analysis of the problem and relevant contextual information to identify the relevant elements and features of user interface and programmed components and their relationships to the structure of the low-fidelity prototype digital solution
· logical determination of the user interface, programmed and solution requirements of the digital solution and effective prescribed and self-determined criteria.
	5-6

	· appropriate analysis of the problem and contextual information to identify some elements and features of user interface and programmed components and their relationships to the structure of the low-fidelity prototype digital solution
· reasonable determination of the user interface, programmed and solution requirements of the digital solution and some prescribed and self-determined criteria.
	3-4

	· superficial analysis of the problem or partial information to identify aspects of elements or features of the low-fidelity prototype digital solution
· vague determination of some solution requirements of the digital solution and some criteria.
	1-2

	· does not satisfy any of the descriptors above.
	0




Criterion: Synthesising and evaluating
Assessment objectives
1. synthesise information and ideas to determine user interface and programmed components for a digital solution
2. generate user interfaces and programmed components of the digital solution
3. evaluate impacts, components and the digital solution against prescribed and self-determined criteria to make refinements and justified recommendations
	The student work has the following characteristics:  
	Marks

	· coherent and logical synthesis of relevant information and ideas to determine user interface and programmed components for a digital solution
· purposeful generation of efficient user interface and programmed components of the digital solution
· critical evaluation of impacts, user experience and coded components and the digital solution against essential prescribed and self-determined criteria to make discerning refinements and astute recommendations justified by data.
	9-10

	· logical synthesis of relevant information and ideas to determine user interface and programmed components for a digital solution
· effective generation of user interface and programmed components of the digital solution
· reasoned evaluation of impacts, user experience and coded components and the digital solution against effective prescribed and self-determined criteria to make effective refinements and considered recommendations justified by data.
	7-8

	· simple synthesis of information and ideas to determine user interface and programmed components for a digital solution
· adequate generation of user interface and programmed components of the digital solution
· feasible evaluation of impacts, user experience and coded components and the digital solution against some prescribed and self-determined criteria to make adequate refinements and fundamental recommendations justified by data.
	5-6

	· rudimentary synthesis of partial information or ideas to determine user interface or programmed components
· partial generation of user interface and programmed components of the digital solution
· superficial evaluation of impacts, user experience components or the solution against some criteria.
	3-4

	· unclear combination of information, ideas or solution components
· identification of a change to an idea or a solution.
	1-2

	· does not satisfy any of the descriptors above.
	0




Criterion: Communicating
Assessment objectives
1. make decisions about and use mode-appropriate features, written language and conventions for a technical audience
	The student work has the following characteristics:  
	Marks

	· discerning decision-making about, and fluent use of
· written and visual features to communicate about a solution
· language for a technical audience
· grammatically accurate language structures
· referencing and project conventions.
	3-4

	· variable decision-making about, and inconsistent use of
· written and visual features
· suitable language
· grammar and language structures
· referencing or project conventions.
	1-2

	· does not satisfy any of the descriptors above.
	0







	Marks
	LOA

	30
	A+

	29
	

	28
	A

	27
	

	26
	A-

	25
	

	24
	B+

	23
	

	22
	B

	21
	

	20
	B-

	19
	

	18
	C+

	17
	

	16
	C

	15
	

	14
	C-

	13
	


ISMG to LOA
Note: Your grade will be awarded holistically.  The “marks-to-grade” ratios shown below are a guide, and not to be taken as a determinant of final award:
	Marks
	LOA

	12
	D+

	11
	

	10
	D

	9
	

	8
	D-

	7
	

	6
	E+

	5
	

	4
	E

	3
	

	2
	E-

	1
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"If people think in the same ways
again and again, they are going
to come up with the same
answers."

— Diana Kelley, Cybersecurity Field Chief
Technology Officer at Microsoft





image1.png
Australian Government Australian
Cyber Security
Australian Signals Directorate A\ \) Centre




