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S e Symmetric cryptography (both encrpytion

and decryption) uses the same key
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ot Caesar shift, polyaphabetic
aqual 0 substitution (e.g. Vignere
Modulo and Gronsfeld), and one-time

Caeser shift:

pad encryption algorithms you

How to use modulo to or or or
"Wrap" on base 26: 26%26 27%26 28%26

may have to write. Simple
block cipher algorithms you

Encryption ——>

function resulting
in a unique number
(the resulting
unique number is
known as a hash
digest or checksum)

Hash
Algorithms:

MD5, SHA-1,
SHA-2

import hashlib
hashlib.md5(b ' password").digest()

—— block o may also have to write.
. ecryption———>
ciphers
Block of plaintext I:' | Block of ciphertext X
X Hmmmmmm. Expect this on the
plain text W~ I VA
) ; > exam you must.
hashing: one-way Commerical one-time pad key A (o) B @ Ca

Ccipher text
Commercial Symmetric

Encryption Algorithms:

Gronsfeld (numeric key):

Data Encryption Standard
(DES), Triple DES,

plain

text A B c|D

Advanced Encryption

import hashlib

import random

alphabet = [“a",2b";"c™, "ad"¥; e, Ff" g"]

password ='password’.encode()

salt = "".join(random.sample(alphabet,5)).encode()
digest = hashlib.md5(salt+password).hexdigest()

key o
(L2 | 37" Standard (AES), Blowfish
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Commercial
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Database and Algorithms:

- RSA

describe?

Table name: Users

- DSA

salt: unique random
value added to plain
text before hashing,
which prevents the

same plain text values
from generating the
same hash digest.

usernamesaltjdigest

Asymmetric cryptography uses different
keys. A public key is used to encrypt. A
private key is used to decrypt. Both keys
are different but 'linked' mathematically.
This is often used in the transmission of
data between a secured section of a
website and an end user.




